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Introduction

iRedMail is a free, open-source mail server solution designed to enable the
deployment of a fully functional email system. It integrates multiple
components for mail transfer, retrieval, storage, spam filtering, virus scanning,
spam detection, and secure communication. In addition, iRedMail provides a
web administration interface to manage email accounts, domains, and server
settings.

This article explains how to install the iRedMail server on Ubuntu 24.04.

Prerequisites

Before you begin:

* Deploy an Ubuntu 24.04 instance on Vultr with at least 4 8 RAM.

* Set up at least 2 main DNS recor inting to the instance's IP
address. For example, mail.example.com and example.com .
* Access the server using SSH as a non-root user with sudo privileges.

* Open a new support ticket and request the SMTP port 25 to be unblocked

on your instance.

* Update the server.

Install iIRedMall

Follow the steps below to configure the hostname for your server, install
iRedMail, and configure it.

1. Open the terminal and run the following command to set the hostname.

CONSOLE

$ sudo hostnamectl set-hostname mail.example.com
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2. Open the /etc/hosts file.

CONSOLE

$ sudo nano /etc/hosts

3. Update the 127.0.1.1 and 127.0.0.1 entries to include your mail domain to
enable correct name resolution on your server.

INI
# Part of file: /etc/hosts

127.0.1.1 mail.example.com mail
4. Verify the active server hostname.

CONSOLE

$ hostname -f

Output:
mail.example.com
5. Download the latest iRedMail release file.

CONSOLE

$ wget https://github.com/iredmail/iRedMail/archive/
1.7.0.tar.gz

The above command downloads the iRedMail version 1.7.1 release file.

Visit the official download page to verify the latest version to install on
your server.

6. Extract files from the tar archive.
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CONSOLE

$ tar -xvf 1.7.0.tar.gz
7. Switch to the extracted iRedMail files directory.

CONSOLE

$ cd iRedMail-1.7.0
8. Run the iRedMail installation script.

CONSOLE

$ sudo bash iRedMail.sh

9. Press Enter when prompted to start the installation wizard. Then, reply
each of the following prompts to install iRedMail on your server.

o Default mail storage path: Press Enter to use the
default /var/vmail directory.

o Preferred web server: Keep Nginx selected and press Enter to
enable the web server.

o Choose Preferred backend uses to store mail accounts: Press
the Down arrow key and press Space to select MariaDB as the
database backend.

o LDAP suffix: Press Enter to use the default domain format to create
a directory tree.

o Password for MySQL administrator: Enter a new strong password
to assign the root database user account on your server.

o Your first domain name: Enter your domain to use when sending
and receiving emails on the server. For example, example.com
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o Password for the mail domain administrator: Enter a new strong
password to assign the postmaster mail administrator account.

o Optional components: Select optional components to install on your
server and press Enter to apply changes.

o Enter Y when prompted to continue and save your iRedMail
installation options.

< Question > Continue? [y]|N]

o Enter Y to allow SSH connections on the default port 22 through the
firewall.

< Question > Restart firewall now (with ssh ports: 22)? [y|N]

10. Reboot the server to apply the iRedMail installation changes.

CONSOLE

$ sudo systemctl reboot

IRedMail Post Installation

iRedMail requires valid MX, SPF, DKIM and DMARC records on your mail domain
to send and receive emails on your server. Log in to your domain registrar and
set the following DNS records to enable iRedMail to send and deliver emails.

1. Create a new MX (Mail Exchange) record with the following details.

o Type: Mx
c Name: @
° Priority: 10

o Value: mail.example.com
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2. Create a new SPF (Sender Policy Framework) record with the following
details. Replace 192.0.2.1 with your actual server IP address.

o Type: TXT
o Name: @
o Value: "v=spfl a mx ip4:192.0.2.1 -all"

3. Create a new DKIM (DomainKeys Identified Mail) record:

o Run the following command in your server's terminal to view your
domain's DKIM records generated by the amavisd iRedMail utility.

CONSOLE

$ amavisd showkeys

Your output should be similar to the one below.

; key#1 2048 bits, s=dkim, d=example.com, /var/lib/dkim/example.com.pem
dkim. domainkey.example.com. 3600 TXT (

"v=DKIM1; p="
"MIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEA1zj9jaznT73JQMGCB5ag"
"1SjOEEYgqMQqSHRAXMHUMO5ZDzy5ypzLdLYech8R+T+5S7+We0tQOtWMAjO7rB4/U"
"N6BX+J8ycp5Tcsg341xEuYh34DEN0Q8nOx4YL1dr0/4+L5xk5pjIpsjiG6IigLPv"
"VDDzQSB+PA8SNn8NNczxRVhTFZ4AQgma7p9AnraTV+d4zjD24RD2pAvHLA5BjHENS"
"A4B3V3NTTf+0VbecI5dD29RsK8DIzhGW/XGso07G68fGwBpZdYkww3EhjpIojpbn®
"uM7Je07rIDbczehroujPCxn52c+AulC+pnfIuBBMXoeQ0jgabsLfml10+KPeSuFR"
"EwIDAQAB")

Copy all contents in bracelets () to use as your DKIM record's data.

o Create a new 1xT record using the generated DKIM information with
the following details.

m Type: TXT
m Name: dkim. domainkey
m Value: "<iredmail-dkim-data>"

o Test your DKIM keys configuration using amavisd to verify the DNS

record.
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CONSOLE

$ amavisd testkeys

Output:

TESTING#1 example.com: dkim. domainkey.example.com => pass

4. Create a new DMARC (Domain-based Message Authentication, Reporting,
and Conformance) record with the following details to send aggregate
reports to your administrative email dmarc-reports@example.com .

o Type: TXT
o Name: dmarc
o Value: "v=DMARC1; p=reject; rua=mailto:dmarc-reports@example.com; pct=100"

Configure iRedMail to Use Trusted Let's Encrypt SSL Certificates

iRedMail uses a self-signed SSL certificate by default. Follow the steps below to
configure iRedMail to use trusted Let's Encrypt SSL certificates on your server.

1. Install the Certbot Let's Encrypt client tool.

CONSOLE

$ sudo snap install certbot --classic

2. Generate a new Let's Encrypt SSL certificate for your mail domain. Replace
mail.example.com and hellogexample.com With your actual details.

CONSOLE

$ sudo certbot certonly --webroot -w /var/www/html -d
mail.example.com -m hello@example.com --agree-tos

3. Open the default iRedMail virtual host configuration for Nginx.
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CONSOLE

$ sudo nano /etc/nginx/sites-available/00-default-ssl.conf

4. Add the following directives to the file after server name ;. Replace /etc/
letsencrypt/live/mail.example.com/ With your actual Let's Encrypt directory.

INI

ssl certificate /etc/letsencrypt/live/mail.example.com/
fullchain.pem;

ssl certificate key /etc/letsencrypt/live/mail.example.com/
privkey.pem;

Save and close the file.

The above configuration directives enable Nginx to use your domain's
trusted Let's Encrypt certificates to deliver requests on your server.

5. Open the /etc/nginx/templates/ssi.tmpl file.

CONSOLE

$ sudo nano /etc/nginx/templates/ssl.tmpl
6. Find the following configuration directives.

INI

ssl certificate /etc/ssl/certs/iRedMail.crt;
ssl certificate key /etc/ssl/private/iRedMail.key;

7. Replace the SSL certificate and private key paths with your actual Let's
Encrypt details.

INI
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ssl certificate /etc/letsencrypt/live/mail.example.com/
fullchain.pem;

ssl certificate key /etc/letsencrypt/live/mail.example.com/
privkey.pem;

Save and close the file.

8. Open the main Ppostfix configuration file /etc/postfix/main.cf .

CONSOLE

$ sudo nano /etc/postfix/main.cf

9. Find the following TLS settings section.

INI

# SSL key, certificate, CA

#

smtpd tls key file = /etc/ssl/private/iRedMail.key
smtpd tls cert file = /etc/ssl/certs/iRedMail.crt
smtpd tls CAfile = /etc/ssl/certs/ca-certificates.crt
smtpd tls CApath = /etc/ssl/certs

10. Replace the smtpd tls key file and smtpd tls cert file with your actual Let's
Encrypt certificate details.

INI

smtpd tls key file = /etc/letsencrypt/live/mail.example.com/
privkey.pem

smtpd tls cert file = /etc/letsencrypt/live/mail.example.com/
fullchain.pem
#smtpd tls CAfile
#smtpd tls CApath

/etc/ssl/certs/ca-certificates.crt
/etc/ssl/certs

11. Open the Dovecot configuration file /etc/dovecot/dovecot.conf .

CONSOLE

$ sudo nano /etc/dovecot/dovecot.conf
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12. Find the following SSL configuration section.

INI

ssl cert = </etc/ssl/certs/iRedMail.crt
ssl key = </etc/ssl/private/iRedMail.key

13. Replace the sstl cert and ssl key values with your actual Let's Encrypt
details.

INI

ssl cert = </etc/letsencrypt/live/mail.example.com/
fullchain.pem

ssl key = </etc/letsencrypt/live/mail.example.com/privkey.pem

Save and close the file.

14. Restart Nginx, Postfix and Dovecot to apply your configuration changes.

CONSOLE

$ sudo systemctl restart nginx postfix dovecot

Test the Mail Server

Follow the steps below to test the iRedMail server functionalities.

1. Access iRedMail Administration Console (iRedAdmin) using your domain in
a web browser such as Chrome.

https://mail.example.com/iredadmin

Log in to the iRedMail web administration dashboard using the postmaster
administrator email and password you set during the installation process.

¥ VULTR
© Vultr 2025 | Page 11



How to Install iRedMail on Ubuntu 24.04

Article

23 [mall.

mail. .com

) Connection is secure

@ Cookies and site data

#2 Site settings

2. Click the Add drop-down and select User from the list to set up a new

email account.

iRedAdmin

iRedMail Admin Panel

Dashboard Domains and Accounts Admins

System Information

Number of domains 1

Stored emails 6 Emails. 26 KB.

iRedMail 168

iRedAdmin 2.5 (LDAP)

Hostname mail.ecofriendlyme.shop
Uptime 1 days, 0 hours, 0 minutes.
Server Load 0.149, 0.073, 0.021

Network (enpls0) 139.84.230.242

Upgrade to iRedAdmin-Pro for more features

Preferences Logout

Logged in as postmaster@e me.shop

Activities

RESTful APl interface

Domain level admins. Grant clients to manage their own domains.

Unlimited mailing list and mail alias accounts

Manage more domain profiles: forwarding, bcc, relay, alias domain, catch-all
Manage more user profiles: forwarding, bcc, relay, alias addresses, real-time
quota usage report

Greylisting setting

Throttle setting

View basic info of received and sent emails

Manage quarantined mails

User self-service: change password, mail forwarding, white/blacklists, spam

policy

Per-domain and per-user service restrictions

Network (enp1s0)  2a05:f480:3000:2417:5400:4ff:fefb:3belbAnd many more ...

Network (enpls0) fe80::5400:4ff.fefb:3bdb%enpls0 Comparison and Pricing

3. Enter your desired email information and click Add to create the new user.
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Preferences  Logout

iRedAdmin

iRedMail Admin Panel Logged in as postmaster@e me.shop

Dashboard Domains and Accounts Admins Activities Add...

All domains e ne.shop Users

Add mail user | User |

Add mail user under domain *
B e.shop v Password must contain

Mail Address * userl @ex ‘ne.shop = Atleast one letter

= At least one uppercase letter

New password * = At least one digit number

= At least one special character:
At least 8 characters. #396&*+-,../1=<>"2@[JOf}_"~

Confirm new password *

Need a strong password?
Display Name :4FJD2ZqUu

i Use this password
Mailbox Quota 1024 MB p

4. Add the /mail path to your domain in new web browser window to access
the Roundcube Webmail interface and manage your email accounts.

..com/mail/

Enter your Postmaster user and password you set to log in to its web mail

interface.

5. Click Compose to create a new test email to your new user's email. For
example, userl@example.com .
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‘ postmaster@ec

= &a Inbox

& Drafts
=

Subject
A Sent Sender

s Options

® Junk Recipient

[ Trash Body
o3 Entire message

Settings

Type
Date

Scope

02

Light m

i d

H

About

From postma @ me.shop
To user1@ec me.shop X
Subject Test Email

s ]

Hello,

Greetings from the postmaster!
Settings

7. Click Logout in the bottom left to

¥ VULTR

All

Current folder

Q Search

Open in ni

Options and attachments

@ Attach a file

Return receipt
s notification
®
Normal

Sent

exit the Roundcube Webmail interface.
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‘ postmaster@ec

= | &a Inbox

& Drafts
4 Sent
® Junk
[ Trash

Subject

Sender

Settings
All

Date

Scope Current folder

Q Search

#

Light mode
?

About

8. Log in to Roundcube using the new email user you created earlier to
access the email sent from the postmaster account.

Forward Delete Mark More

. user1@ec me.shop $ - - . it = »

@ ) I Test Email
& Drafts ter@e ° JHE @ Fom on 2024-06-26 18:34
= * TestE

A Sent . a
O Junk Hello,
@ Trash Greetings from the pos

@

Settings

#

Light mode

?

9. Click the header link within Headers.
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o« & _ . T e -

Reply Replyall Forward Delete Mark More

Test Email

‘ From
- To

Date Today 18:34

Hello,
Greetings from the postmaster!

10. Verify your domain's DKIM values sent to all mail domains.

Message headers

Return-Path: <postmaster@ec me.shop>

Delivered-To: user1@ec me.shop

Received: from mail.ec me.shop (mail.ec me.shop [127.0.0.1])
by mail.ec me.shop (Postfix) with ESMTP id 4W8Qk04tZKzRdhg
for <user1@ec ime.shop>; Wed, 26 Jun 2024 15:34:48 +0000 (UTC)

Authentication-Results: mail.ec me.shop (amavisd-new);
dkim=pass (2048-bit key) reason="pass (just generated, assumed good)"
header.d=ec me.shop

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/simple; d=
ec me.shop; h=content-transfer-encoding:content-type
'message-id:user-agent:subject:to:from:date:mime-version; s=
dkim; t=1719416085; x=1722008086; bh=E4zDJnaYDaKPKrdwRS4o0ek+s60K
twbUCvJBLNVFNH88=; b=CPgXTId4fPKe9Fpk5v1ISglJLQ1LRLKUXIbhLb4WKf{]
R8kvkIX/XEO3E+FISWp1BVSrA63+yhR1kNuanpRFiylDugt2mN+uXI17pTD8psyz
TmsCjbdcxoPvkBR5SH6kFVKcjrSkrzmgj2PJgaJTm167BFmdssbFno5ZUOERiogY
2kNogkugSHZpknBAKkMBYH5NXjYmy3Xv9am3fkE6sBJIM6eCA7ZIBv4SI2AGBKDYY
uliKY/4bumbewHRjVYMFfp3ZX605mOMQwkJHRsAK8kI9qlbGSvaXwUiMuQc70gx4!
7aCAnT8TXBOu+0civl Chx7866vD3Voud.JU4TRASsr3a==

X Close
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Conclusion

You have installed iRedMail on Ubuntu 24.04 server and enabled secure access
to email accounts using valid SPF, DKIM, and DMARC records. iRedMail supports
multiple email domains and enables you to set up a secure mail server you can
use to send and receive emails. For more information, visit the iRedMail
documentation.
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